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1
Decision/action requested

This contribution proposes a new solution on AKMA roaming.
2
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Rationale.
This contribution proposes a solution for roaming key issue proposed in S3-221122 
4
Detailed proposal
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6.Y
Solution #Y: AKMA support in roaming
6.Y.1
Introduction
This solution addresses KI#X. This solution is proposed for the case in which the VPLMN supports AKMA. The proposed solution includes vAAnF as a new functional entity which is the AKMA Anchor Function in the VPLMN. The vAAnF relays the Naanf_AKMA_ApplicationKey_Get request and response between the AF in the visited network and the AAnF in the UE’s home network. vAAnF functionality includes:

· vAAnF functions as a proxy between the visited AF and the AAnF in the home network of the UE.

· vAAnF locates the AAnF in the home network of the UE and communicate with it over secure channel.

· vAAnF validates that the visited AF is authorized to participate in AKMA.

N64 (AKMA reference point):


Reference point between the home AAnF and the visited AAnF.
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Figure 6.Y.1-1: AKMA Architecture in reference point representation for (a) internal AFs, (b) external AFs, (c) internal AFs (via vAAnF) and (d) external AFs (via vAAnF)
6.Y.2
Solution details
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Figure 6.Y.2-1: AKMA Application Key retrieval by AAnF in visited network, from the AAnF in home network

1.
UE registers to the network and performs the primary authentication as specified in TS 33.501 [yy]. The UDM determines the support of AKMA in VPLMN based on the configuration or based on the subscription data. During primary authentication, the UDM provides the AUSF with “[AKMA Ind]” specifying whether AKMA Keys need to be generated for the UE as defined in TS 33.535 [xx]. UDM also provides the AUSF with, AKMA Roaming Indication specifying whether the generated AKMA Keys can be propagated to the VPLMN, depending on operator agreements and/or AKMA support in VPLMN.

2.
AUSF generates KAKMA and A-KID. Correspondingly, KAKMA and A-KID are generated at the UE. AUSF selects an AAnF instance to serve the UE, and registers SUPI, KAKMA and A-KID in the hAAnF. AUSF provides the hAAnF with AKMA Roaming Indication. AUSF can decide this based on indication from the UDM in Step (1) and/or local policy. AUSF also provides Visited-Network information to the hAAnF.

3a-3b.
UE triggers communication over Ua* interface with the AF based on its application needs. UE can optionally provide visited-network information (e.g. Serving PLMN ID) to the AF along with A-KID. Based on local configuration, and/or presence of visited-network information in the UE request, AF sends a request to the vAAnF (directly or via NEF) to provide KAF, if there is no secure interface with the hAAnF. The request contains AF-Identity (e.g. FQDN) and A-KID.

4.
Based on information contained in A-KID (Routing ID, Home Network Information), vAAnF discovers the hAAnF by querying the NRF.

5.
vAAnF requests the hAAnF to provide AKMA key material. The request can be sent utilizing a new or existing service exposed by the hAAnF, and discovered by the vAAnF via the NRF. The request contains following information:

- Whether request is for KAKMA or KAF
- A-KID of the UE as provided by the AF

- If the request is for KAF, then AF-Identity (e.g. FQDN) is provided by the AF

- If the request is for KAKMA, optionally a call-back URL, specifying the endpoint where notifications should be sent whenever a new KAKMA is generated.
6.
Based on the received request or local policy or the UDM provided AKMA Roaming Indication, hAAnF either provides KAKMA key material to vAAnF, or it generates KAF key material from KAKMA and AF-Identity (e.g. FQDN), and provides KAF and Key lifetime to the vAAnF. 

7.
Based on the received information, if vAAnF receives KAF and Key lifetime, it provides the same to AF. Else, if it receives KAKMA, it generates KAF from KAKMA and AF-Identity (e.g. FQDN), and provides KAF and Key lifetime to the AF.

6.Y.3
Solution Evaluation
TBD

*****End of Change*****
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